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Hello delegates! My name is Nini Dang and I’ll be your chair for the GA Legal committee this

year! I am currently a junior studying Political Science and Public Relations and I’m super

excited to be meeting all of you! I’ve been doing Model UN since my freshman year of high

school so I hope to give you the same fun and exciting environment that I was given. I’m super

happy to be able to see all of your smiling faces this year despite this ugly pandemic that’s hurt

and harmed so many of you. I commend you all for working so hard despite these difficult times

and for getting your brains ready for some resolutions. Be confident and be yourself and bring

your best selves! Speak up and talk to people that are maybe out of your comfort zone, use this

conference to meet new friends or find a new passion! If you need anything or have any

questions, don’t hesitate to reach out! I’d love to help. See you soon!

Stay safe and be happy,

Nini Dang; Legal Chair

She/Her/Hers

nini1dang@gmail.com

mailto:nini1dang@gmail.com


Greetings delegates! I’m Dean Zach, and I’ll be serving as your GA Legal vice chair for

HAMUN 47. Right now, I’m a sophomore at Trinity University (in San Antonio) likely

double-majoring in political science and English. I participated in Model UN all four years of

high school, and I always loved HAMUN for its absurdity and for the opportunity that it

provided to meet like-minded people. My journey as a HAMUN delegate began in January 2017

as the Liechtenstein rep. in SPECPOL and ended in January 2020 as a shady Sicilian politician in

one of the crisis committees just about two months before all of the lockdowns hit. As a result of

the pandemic I avoided Model UN altogether, but I realized I enjoyed it too much to completely

abandon it, so I’m back now and looking forward to seeing everyone in-person again! My advice

for first-time delegates: don’t be afraid to send notes or talk to people from different schools.

Also, the work you do during unmoderated caucuses is just as important as everything else.

See you soon,

Dean Zach; Legal Vice Chair

He/Him/His

dzach@trinity.edu

mailto:dzach@trinity.edu


Committee Background

The Sixth Committee is the primary forum for the consideration of legal questions in the

General Assembly (GA). All UN Member States are entitled to representation on the Sixth

Committee, as it is one of the main committees of the GA. It deals primarily with legal matters

and is the primary forum for the consideration of international law and other legal matters

concerning the United Nations.

The Sixth Committee of the General Assembly also works on other legal issues that are

referred by the Bureau of the GA on an annual or biannual basis. These include the annual

resolution on “measures to eliminate international terrorism,” under which the GA adopted a

number of important international conventions in the fight against terrorism. Other items on the

Committee’s agenda include the criminal responsibility of officials and experts from the United

Nations mission in host countries; the rule of law at national and international levels; the scope

and application of the principle of universal jurisdiction (in which defendants with citizenship in

one country who are accused of a crime in another country can be prosecuted in a third-party

country); the administration of justice at the UN; the status of the Protocols to the Geneva

Conventions of 1949 relating to the protection of victims of armed conflict; and measures to

improve the protection and security of missions and diplomatic and consular representatives.

Also within the framework of the Sixth Committee takes place the “International Law

Week,” during which the annual meeting of Legal Advisers of various countries is convened.

The reports of the International Court of Justice (ICJ) and the International Criminal Court (ICC)

are presented during this week to the Plenary of the GA. However, the Sixth Committee does not

completely exhaust the consideration of legal affairs at the United Nations, since certain legal

areas of great relevance are directly dealt with by GA Plenary.

https://www.hrw.org/news/2009/10/19/basic-facts-universal-jurisdiction#


The Problem

Whistleblowers reveal misconduct at great personal and professional risk. They are routinely

subject to harassment, job termination, arrest, and even physical attacks for exposing

wrongdoing. Whistleblowers need strong legal protections to protect them from retaliation and

enable them to report offenses safely and freely. But even in contexts where laws in place to

protect whistleblowers are lacking, they are rarely enforced or are completely ignored. The

courageous actions of whistleblowers defend human rights, save lives and billions of dollars in

public funds, contribute to making governments more transparent and companies more

accountable. ICTs have played a pivotal role in aiding whistleblowers and sources as well as in

generally enabling more transparency. They also pose challenges to the protection of

whistleblowers and sources.

Historical Context

Part I: Edward Snowden

On Sept. 29, 2020, the U.S.  District Court for the Eastern District of Virginia entered a

final judgment and permanent injunction against Edward Snowden, a former employee of the

Central Intelligence Agency (CIA) and contractor for the National Security Agency (NSA). In

September 2019, the United States filed a lawsuit against Snowden, who published a book

entitled Permanent Record in violation of the non-disclosure agreements he signed with both

CIA and NSA. The lawsuit alleged that Snowden published his book without submitting it to the

agencies for pre-publication review, in violation of his express obligations under the agreements

he signed. Additionally, the lawsuit alleges that Snowden has given public speeches on



intelligence-related matters, also in violation of his non-disclosure agreements. The United

States’ lawsuit did not seek to stop or restrict the publication or distribution of Permanent

Record. Rather, under well-established Supreme Court precedent, Snepp v. United States, the

government sought to recover all proceeds earned by Snowden because of his failure to submit

his publication for pre-publication review in violation of his alleged contractual and fiduciary

obligations.

In December 2019, the U.S. District Court for the Eastern District of Virginia, found in

favor of the United States in the suit against Snowden on the issue of liability and held that

Snowden breached his contractual and fiduciary obligations to the CIA and NSA by publishing

Permanent Record and giving prepared remarks within the scope of his pre-publication review

obligations, but reserved judgment on the scope of these violations or the remedies due to the

government.  On Tuesday, the court entered judgment in the government’s favor in an amount

exceeding $5.2 million and imposed a constructive trust for the benefit of the United States over

those sums and any further monies, royalties, or other financial advantages derived by Snowden

from Permanent Record and 56 specific speeches.

“Edward Snowden violated his legal obligations to the United States, and therefore, his

unlawful financial gains must be relinquished to the government,” said Deputy Attorney General

Jeffrey A. Rosen.  “As this case demonstrates, the Department of Justice will not overlook the

wrongful actions of those who seek to betray the trust reposed in them and to personally profit

from their access to classified national security information.” “Intelligence information should

protect our nation, not provide personal profit,” said G. Zachary Terwilliger, U.S. Attorney for

the Eastern District of Virginia. “This judgment will ensure that Edward Snowden receives no

monetary benefits from breaching the trust placed in him.” “We will pursue those who take



advantage of sensitive positions in government to profit from the classified information learned

during their government service,” said Jeffrey Bossert Clark, Acting Assistant Attorney General

of the Civil Division. This lawsuit is separate from the criminal charges brought against

Snowden for his alleged disclosures of classified information. This lawsuit is a civil action, and

based solely on Snowden’s failure to comply with the clear pre-publication review obligations

included in his signed non-disclosure agreements.

Part II: The Outcome

Digital privacy has come a long way since June 2013. In the five years since documents

provided by Edward Snowden became the basis for a series of revelations that tore away a veil of

secrecy around broad surveillance programs run by the National Security Agency, there have been

shifts in both technology and policy that have changed the center of gravity for personal electronic

privacy in the United States and around the world.

Snowden's disclosures have had a tangible impact on privacy policy overseas. In a May

25 Washington Posteditorial, Georgetown University's Abraham Newman and Nikhil Kalyanpur

asserted that the European Union's General Data Privacy Regulation (GDPR) might never have

happened without the Snowden revelations. The regulation sets huge penalties for companies

associated with data disclosures, and it went into effect in May. Already, GDPR has led to more

than $8 billion in lawsuits against Google and Facebook, as well as the blocking of access to

some websites from Europe and the shutdown of some services (includingKlout).

The overseas backlash that followed Snowden's disclosures, Rosenzweig said, "enhanced

the dissonance" between the US and Europe on data privacy and other issues surrounding the

https://arstechnica.com/tag/edward-snowden/
https://www.washingtonpost.com/news/monkey-cage/wp/2018/05/25/today-a-new-eu-law-transforms-privacy-rights-for-everyone-without-edward-snowden-it-might-never-have-happened/?utm_term=.a98680313851
https://www.washingtonpost.com/news/monkey-cage/wp/2018/05/25/today-a-new-eu-law-transforms-privacy-rights-for-everyone-without-edward-snowden-it-might-never-have-happened/?utm_term=.a98680313851
https://noyb.eu/wp-content/uploads/2018/05/pa_forcedconsent_en.pdf
https://arstechnica.com/information-technology/2018/05/klout-is-out-social-media-mojo-ranking-service-to-shutter/


Internet. "He has contributed to a trend that I think in the end is fundamentally bad for the

network itself and for freedom, which is, making friends fight with each other," Rosenzweig

claimed. "We should be uniting and fighting the authoritarians who are going to try to create a

hyper controlled Internet."

Internet restrictions have become most severe in the countries that were targeted by US

intelligence. Brazil and Russia passed "data sovereignty" laws requiring all Internet services to

store user data within Russia (China has enacted similar regulations). Russia has censored social

media and messaging apps that have failed to comply or provide access to data and messages.

And China passed new cybersecurity regulations that have forced information technology

vendors to turn over source code for all software and firmware for "vetting."

The results of these and other changes have had a tangible impact on US cloud services

companies. The Internet Technology and Innovation Foundation initially estimated that the

backlash over US Internet surveillance would cost US cloud companies between $21.5 billion

and $35 billion by 2016; in a 2015 study, the ITIF said that costs would far exceed that. Other

studies suggested the impact would be much less, but it remains hard to put a precise number on

the economic impact outside of other factors. Still, the shifts in regulation and Europe's efforts to

move away from some US cloud providers certainly left a mark.

https://www.chinalawblog.com/2018/05/china-data-protection-regulations-cdpr.html
https://arstechnica.com/tech-policy/2015/01/it-vendors-cry-foul-at-new-chinese-security-rules-requiring-built-in-backdoors/
http://www2.itif.org/2015-beyond-usa-freedom-act.pdf


Current Situation

A growing number of international instruments recognise the importance of

whistleblowers and require or encourage states to adopt measures to protect disclosure.

Whistleblowing is an integral part of freedom of expression, protected under Article 19 of the

ICCPR as well as other standards such as the UN Convention against Corruption. The UN

Human Rights Committee noted in its General Comment no. 34 that: “States parties should

recognize and respect that element of the right of freedom of expression that embraces the

limited journalistic privilege not to disclose information sources.” Furthermore, the Joint

Declaration on Defamation of Religions, and Anti-Terrorism and Anti-Extremism Legislation

(2008) of the four special mandates stated that: “Normal rules on the protection of confidentiality

of journalists’ sources of information –including that this should be overridden only by court

order on the basis that access to the source is necessary to protect an overriding public interest or

private right that cannot be protected by other means -should apply in the context of anti-terrorist

actions as at other times.” The UN Convention against Corruption binds all of its signatory

countries to consider legal provisions to protect people who report corruption-related offenses

from retaliation. In Article 33 (Protection of reporting persons), it provides for whistleblower

protection: “Each State Party shall consider incorporating into its domestic legal system

appropriate measures to provide protection against any unjustified treatment for any person who

reports in good faith and on reasonable grounds to the competent authorities any facts concerning

offenses established in accordance with this Convention.” The implementation of Article 33 in

domestic legal systems is crucial for the protection of whistleblowers and for their contributions

to be taken seriously.



Things to Consider

Whistleblowers perform an important service for the public and the Department of Justice

(DOJ) when they report evidence of wrongdoing. All DOJ employees, contractors,

subcontractors, grantees, subgrantees, and personal services contractors are protected from

retaliation for making a protected disclosure. In an Inter-American Convention for Human Rights

(IACHR) hearing on Freedom of Expression and Communications Surveillance by the United

States4, held on October 28, 2013, participating organizations indicated that regulations that

would protect informants from retaliation for the disclosure of information of public interest are

not truly available to personnel from the national security sector. The current regulations take the

form of a Presidential Policy Directive issued in October 2012 and do not apply to contractors or

members of the armed forces, do not have legal mechanisms to redress retaliations, and create a

discretionary administrative review mechanism whose decisions would not be binding on the

intelligence agencies.

They further stated that the laws of the United States for the criminal prosecution of

public servants who disclose or leak national security information and the protection of

whistleblowers do not meet international standards on freedom of expression and information.

They asserted that the offenses defined in the laws are vague and overly broad, and do not

require intent or harm. The offenses and the penalties also fail to take proper account of the

public interest of the information disclosed, and they fail to provide protections to security sector

whistleblowers. Finally, the penalties established for the disclosure of classified information,

particularly pursuant to the Espionage Act of 1917, were said to be disproportionately severe.



A note from the Chair

Hello, everyone! I apologize for the delay in topic B, please do not feel stressed about the

position paper in regards to this topic as I understand that you may feel overwhelmed with the

lack of time. Look over and research on your own and present a paper that you feel represents

how to move forward with the rights of whistleblowers. Again, I apologize for any

inconveniences the delay has caused you, I am looking forward to your work! Your Topic A

plays a huge part in aid to Topic B so please use the resources listed in Topic A to help you with

Topic B! If you have any questions, please feel free to email!




